
Ingredients of a Holistic 

Approach to Information Security 

Risk Management 
Presented by 

Gerry Blass, ComplyAssistant and Mike Chirico, Sensato 

TRANSFORMING HEALTHCARE THROUGH IT 



 Background Information 

 Breaches and Incidents 

 Holistic Approach 

 CyberSecurity 

 Summing it Up A
g
e
n
d
a
 



 Gerry Blass 

 President & CEO of ComplyAssistant 

 Gerry Blass brings over 30 years of experience in healthcare information technology. Prior to 

ComplyAssistant, Gerry was the Chief Information Security Officer (CISO) for a major 

healthcare system in New Jersey.  

 In 2002 Gerry founded ComplyAssistant to provide software and service solutions for HIPAA 

and IT strategic planning. Today, ComplyAssistant provides software and service solutions to 

over 100 healthcare organizations with a focus on compliance regulations, including HIPAA-

HITECH-OMNIBUS, PCI, HITRUST, Meaningful Use, Accreditation, OIG (federal and state), 

Conflict of Interest, and other federal and state healthcare regulations.  

 Gerry is an active member of HIMSS and participates in national and various chapter events. 

Gerry contributes to industry publications and actively shares content in HIPAA 411, a 

LinkedIn group he co- founded, along with many other related LinkedIn groups. Gerry 

presents at industry association events, including HIMSS, HFMA, AITP, NCHICA, and HCCA. 

Gerry was recently elected to the New Jersey HIMSS Board of Directors, and heads up the 

Security, Privacy and Compliance Task Force.  

 



Mike Chirico Bio and Pic 

 Mike, a privacy and security attorney, has over twenty years of experience with 
various public accounting firms, including several Big Four firms, providing a 
broad range of advisory services including IT General Control audits, business 
process redesign and improvements, internal audit co-sourcing, pre & post 
implementation reviews, business continuity and disaster recovery, Sox 404 
Compliance, and Service Organization Control Reporting. Mike is also an 
attorney in New Jersey. 

Additional experience includes: documentation, controls rationalization, 
compliance testing and reporting; extensive experience evaluating, designing 
and managing IT audit methodologies; Performed Service Organization Control 
testing & reporting (SOC One & Two). Mike has assisted many clients with 
evaluating and re-engineering IT policy & procedure taxonomy to satisfy 
regulatory scrutiny. 

 







Background Information 



Seems easy from 30,000 Feet 



And more complicated up close! 



• Lack of organizational mandates and 

oversight  

• Political obstacles 

• Lack of adequate $$ and human 

resources to mitigate risk  

• Policies for the most part were not 

fully operational and evidence 

documentation is not organized or 

does not exist 
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• Increased data breaches 

• Government audits were no longer 

reactive, but also proactive  

• HITECH (2009) 

• Omnibus (2013) 

• Increased penalties and lawsuits for 

both CEs and BAs 

• Orange is the new black 
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To know where we are and where we are going…. 

We need to look at where we have been…Yogi Berra? 
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More Powerful! 
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Low Access – High Security: 

• Identifiable health information mainly in 

3 places - on a main frame computer 

located in a secure computer room, on 

back up tapes at an offsite location, and 

on hard copy  

• User workstations were “dumb”  

• Access to information was limited  

• Potential risk was much lower – mainly 

hard copy charts, reports and screen 

prints  
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Low Access – High Security: 

• Motivation for unauthorized access for 

monetary gain was low  

• Most unauthorized access was due to 

workforce concern for fellow 

employees, neighbors, etc..   
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The PC and Internet Storm: 

• A numbers game 

• Identifiable information in many 

places, unprotected  

Lans and wans 

Distributed servers 

Smart workstations  

Email 

CDs 
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The PC and Internet Storm: 

• Arthur Ashe’s PHI disclosed to the 

Enquirer  

• Motivation increased for unauthorized 

access for monetary gain  

• HIPAA signed into law in 1996   

• By then, the technology storm made 

access to PHI easier which was good for 

providing care, but bad for information 

security  
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• The "Hurricane of Technology” during 

the 1990s created geometric numbers 

of locations of PHI that have certainly 

contributed to the large number of 

breaches today 
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 Population Health Drives IoT 
Service Delivery via the Internet of Things  

 

•Source: Semantic Scholar - BSN-Care 
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•Source: mnhospitals.org 

Population Health - Disruption 
Starship Enterprise Security Scanner 



Breaches / Incidents 



 Since 2009, there has been a large increase with healthcare 

organizations migrating from hard copy to electronic medical records 

 Much of it was done with a major focus on meeting Meaningful Use 

measures for $$ incentives 

 The secondary focus in many organizations, especially smaller ones, 

was on information security  

 In some cases a simple checklist was completed to be able to check the 

box on the measure that required an SRA 

 As a result, the attackers considered healthcare to be a prime target 







June 2017 -  “We have no indication that 

customer data has been lost or removed from 

our network. We have made rapid progress in 

restoring our systems safely with enhanced 

security. As computers and systems are brought 

back online, we are adding further security 

controls as we work to restore full functionality 

for our customers”. 



Admin, Admin !! 

140 million plus records breached!! 



Holistic Approach 



W H E R E  I S  Y O U R  P H I ?  

Data in transit                  Data at rest                        Data in use 



Need to protect against threats! 



E L E M E N T S  O F  A N  H O L I S T I C  

A P P R O A C H    Security Risk Assessments (SRAs) 

 Rule Assessment 

 Administrative Audits / Exercises 

 PHI locations and controls 

 Threat assessment 

 Policies and procedures 

 Proactive Recurring Audits 

 E.g. Employee and Third Party Vendor (BA) termination notifications 

 Facilities 

 Third Party Vendors (BAs) SRAs 

 Medical Device Vendors   

 Other MEDIUM to HIGH RISK BAs 

 Technical Testing and controls 

 Exercises 

 Disaster Recovery and  Business Continuity 

 Cybersecurity 

 

 

 



Rule Assessment 



Rule Assessment 



Rule Assessment 



Potential PHI Locations  

 With PHI potentially in so many places today, the first step is to 

inventory all potential locations: 

 Portable devices 

 Multi-user workstations in public settings 

 Single user workstations 

 Servers 

 Medical Devices 

 Remote access 

 Cloud remote hosts 

 Wi-Fi 

 Emails 

 Copiers 

 



Potential PHI Locations   

 With PHI potentially in so many places today, the first step is to 

inventory all potential locations: 

 External hard drives 

 Backup tapes 

 BYOD 

 Hardcopy and electronic disposal 

 Other electronic transmissions 

 

 



Potential PHI Locations   

 With PHI potentially in so many places today, the first step is to 

inventory all potential locations: 

 Affiliated organizations such as: 

 HIEs  

 ACOs 

 Third party business associates (BAs) 

 Population Health  

 Internet of Things 

 TeleHealth / TeleMedicine 

 Patient Portals 

 

 More…… 

 

 



Need to Analyze and Document   

 For each location examine and document: 

 Current controls 

Administrative (e.g. workforce training, etc..) 

Physical (e.g. Facility Security Plans) 

Technical (e.g. Controls and Testing) 

Organizational (e.g. Policies and Procedures) 

 Future Plans 

 Gaps 

 Risk likelihood and impact 

 Risk mitigation plan  

 

 



PHI Vulnerability Assessment 



PHI Vulnerability Assessment 



T H E  TO P T E N !  

 Be a functional organization by properly funding your information security program 

 Empower your Chief Information Security Officer (CISO) 

 Conduct periodic risk assessments (HIPAA rules, OCR Phase 2 protocols, NIST (including 
Cybersecurity framework), PCI, vulnerability scanning,  external penetration testing, phishing 
exercises, facility physical security, etc.) 

 Implement and maintain operational policies, procedures and plans (e.g facility security 
plans, etc.) 

 Educate the workforce on a periodic general basis and focused as needed 

 Implement a process to assess  third party business associates for information security risk 
and contracts 

 Mitigate known risk in the order of highest to lowest 

 Protect vulnerable PHI in transit and at rest 

 Be prepared for an OCR audit, now based on phase 2 protocols 

 Be prepared to respond to an incident 

 



Cyber Security 
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A Holistic Approach to Information Security:  

Risk Management and Beyond 

 

October 2017 
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Fact Check… 
 
Risk Assessments 

 NIST 800 or CSF 

 PCI DSS 

 ISO 27k 

 Business Associates 

 HIPAA Security Rule 
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Level Set… 
 Development and execution of Information Security policy 

 

Compliance training  

 

Development of effective Enterprise Information Architecture  

 

IT infrastructure management  

 

Business and IT alignment  

 

Human resources management 
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Soft Skill Check… 
 
Why do we do it?  

What’s our objective?  

What drives us?  
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New World Order 



2017 

58 
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2010 
SOLUTIONS FOR 

2020 
PROBLEMS…  
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 38% 

Increase in 
Cyberattacks 

PWC Global State of Information Security 

Survey 2016 

20% 
Increase  

Cybersecurity 
Spending 

PWC Global State of Information Security Survey 

2016 

23% 
Increase  
Cost of Attack to 

organization [$4M] 
2016 Cost of Data Breach Study – Poneman & 

IBM 

$1,367 40% 
decrease 

<24 hours 
Exploit Kit Executing an Attack Breach a Target 
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 What we’re seeing…. 

 
Fast Moving Attacks 

 
Prolonged Attacks 

 
Keyboard to Keyboard 

The Changing Landscape….. 
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Nuance was the victim of NotPetya – 
a very violent strain of the Petya 
virus: 

Not Petya is not ransomware. 

There was no exfiltration of data. 

There was no command & control. 

 
The only mission of this attack was 
to destroy systems using a highly 
effective cyber munition. 
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June 27 – 07:00AM EST: A 
cyberattack is launched 

 

June 27 – 07:14AM EST: The attack 
is successful and has the following 
impact: 

• 14,800 servers are impacted 
• 7,600 will be destroyed beyond repair. 

• 26,000 workstations are impacted. 
• 9,000 will be destroyed beyond repair. 
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Think Holistic 

 

 

Risk 
Management 

Prepared 
Teams 

Information 
Security 
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So is education…. 

Security is a Process not a Product 
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Think Holistic 

 

‘Systems’ are not just the computers 
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Think Holistic 

 

Cyber Security Market 

202.36 Billion USD by 2021 
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More than 209,000 

cybersecurity jobs in the U.S. 

are unfilled 

 

(Peninsula Press – Standford, 2015) 

Demand to Fill Cybersecurity Jobs… 

-4 204 

Percentage Growth in Cities (2007-2003) 

0.00 25.10 

Postings/10,000 Residents per State 

This map shows the top 25 cities by percentage growth of cybersecurity job postings. Between 2007 

and 2013 

The demand for the (cybersecurity) workforce is expected to rise to  

6 million (globally) by 2019 with 1.5 million unfilled 

74% in past 

5 years 
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Think Holistic 

 

      Cybersecurity Skills Shortage is in 

a State of Emergency 
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Larger Attack Surface = Larger gap in skills 

“As the Internet of 

Things (IoT) gains 

more traction, the 

lack of basic 

security standards 

in IoT devices will 

exacerbate the 

security skills gap” 

http://www.cisco.com/c/dam/en/us/products/collateral/security/cybersecurity-talent.pdf 

 

Figure 1. With the IoT, Organizations Must Secure a Greater Attack Surface 

Networked Connection of People, Process, 

Data, Things 

IoT 

People 
Connecting people in 

more relevant, 

valuable ways 

Data 
Converting data into 

intelligence to make 

better decisions 

Process 
Delivering the right 

information to the right 

person (or machine) at 

the right time  

Things 
Physical devices and 

objects connected to the 

Internet and each other for 

intelligent decision making; 

often called Internet of 

Things (IoT) 

© 2015 Cisco and/or its affilates. All rights reserved. This document Cisco public information. (1110R)  

http://www.cisco.com/c/dam/en/us/products/collateral/security/cybersecurity-talent.pdf
http://www.cisco.com/c/dam/en/us/products/collateral/security/cybersecurity-talent.pdf
http://www.cisco.com/c/dam/en/us/products/collateral/security/cybersecurity-talent.pdf
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Training is Crucial 

Threat actors have the 

upper hand when 

technology is not 

maintained and they 

develop ways to 

circumvent how it 

works.  
 

http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/ 

 

Verizon data breach 2016 

http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/
http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/
http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/
http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/
http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/
http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/
http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/
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The Need for Prepared Personal 

 

 “…the value comes from the people. Software 

does not provide the answers; it provides the 

tools.” 



75 

Gartner: 2016 CIO Agenda Survey - 7 

https://www.gartner.com/imagesrv/cio/pdf/cio_agenda_insights_2016.pdf 

  

CIOs see talent 

(skills and resources) 

as the No. 1 barrier 

to their success - 

22% of respondents. 

What is the biggest barrier to CIOs success? 

Barrier to success as CIO 
Percentage of 

CIOs 

1 Skills/resources  22% 

4 IT-business alignment 11% 

3 Culture/structure of organization 12 

2 Funding/budgets 15% 

7 Management sponsorship/understanding/relationships 8% 

6 Capacity/willingness to change 8% 

5 Technology challenges (legacy, security, etc)  9% 

  

Note: Percentages represent the number of CIOs identifying an item as their main barrier. 

https://www.gartner.com/imagesrv/cio/pdf/cio_agenda_insights_2016.pdf
https://www.gartner.com/imagesrv/cio/pdf/cio_agenda_insights_2016.pdf
https://www.gartner.com/imagesrv/cio/pdf/cio_agenda_insights_2016.pdf
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Closing the Cybersecurity Gap 

Requires Education 

 

 

Reform education and training programs to include 

more hands-on learning 

http://www.mcafee.com/us/resources/reports/rp-hacking-skills-shortage.pdf 

Intel Report  

http://www.mcafee.com/us/resources/reports/rp-hacking-skills-shortage.pdf
http://www.mcafee.com/us/resources/reports/rp-hacking-skills-shortage.pdf
http://www.mcafee.com/us/resources/reports/rp-hacking-skills-shortage.pdf
http://www.mcafee.com/us/resources/reports/rp-hacking-skills-shortage.pdf
http://www.mcafee.com/us/resources/reports/rp-hacking-skills-shortage.pdf
http://www.mcafee.com/us/resources/reports/rp-hacking-skills-shortage.pdf
http://www.mcafee.com/us/resources/reports/rp-hacking-skills-shortage.pdf
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 The Attacker’s Perspective 

Intelligence 
Gathering 

Vulnerability 
Assessment 

Infiltration Exploitation Exfiltration 
Mission 

Planning 

Attack Modeling 

Mission 

Review 
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 Simulation Models 

Tabletop  

• Highly Realistic 

• Stresses Problem Solving 

• Opportunity for Learning and 
Coaching 

• Low Risk to Organizational 
Operations 

Full Incident 

• Highly Realistic 

• Involves Extended Teams 

• Focuses on Operational Response 

• Some Risk to Organizational 
Operations 

Cyber Range (Virtual) 

• Highly Realistic – C&C / Defend 

• Involves Extended Teams 

• Focuses on Learning & Operational 
Response 

• Can be customized to emulate 
production 
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 • Most organizations do not have an 

incident response plan 

 

• Those organizations that do have an 
incident plan, often times don’t: 

• test the plan. 

• base it on current threat 
intelligence. 

• update it periodically. 

• have adequately trained teams 

 

Incident Response 
Realities 
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Cybersecurity Tactical 
Simulation (Table Top) 
 
Safely analyze ability and readiness in 
responding to cybersecurity incidents.  
 
Opportunity to evaluate the maturity of 
plans, quantify if their teams have the 
appropriate tools and skills  
 
Determine if systems are able to withstand 
cybersecurity attacks.  

Evaluate 

Learn Evolve 
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Cyber Range 
 
• Command and Control v. IRT 
• Virtualized Environment 
• Rated Responses 

 

Evaluate 

Learn Evolve 

Cybersecurity Tactical Incident Response Framework 

Incident Response 
Tactical Training 
& Protocol Based 

Framework 

Cybersecurity Tactical Simulation 

Cybersecurity 
Incident Response 

Testing & 
Evaluation 

Cyber Range 

Real World-
Realtime Incident 
Response Training 
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Bring it Home 
 

Risk 
Management 

Prepared 
Teams 

Information 
Security 
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For the earnest student, taking 
responsibility means never forgetting to 

have fun. 
 



© 2017 by CYBERBIT │ CYBERBIT Proprietary  

Thank You! 
For more information on how to use advanced 

simulation technologies to approach the training 

market, visit http://go.cyberbit.net/cyberbit-range-

learn-how/  



Summing it Up 



Effective Information Security Programs 
should include: 

• An executive mandate 

• Organizational governance and 
accountability 

• Assigned responsibility (CISO), 
independent of IT (reporting to 
compliance, legal, risk, or internal audit; 
or where it makes sense for each org) 

• Adequate budget – human and controls 
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Effective Information Security Programs 
should include (cont’d): 

• Organized evidence of due diligence 

• Efficient collaboration for risk assessment 
and mitigation 

• An operational IT contingency plan 

• An operational cybersecurity plan 

• A comprehensive workforce training 
program H
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h
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What should you spend your money on?  

• Risk Assessments 

• Technology that detects and stops a 

breach 

• Solutions that keep track of what you 

are doing to address your critical issues  
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• Reducing the risk of a breach 

• Internal 

• External – (e.g. BA) 

• Due Diligence vs. Negligence 

• OCR pro-active and reactive audits 

• Fear of major $$ penalties and lawsuits  

• Protect organizational reputation  
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• Rule Assessments – standards and 

implementation specifications 

• Risk Assessments and mitigation 

• Technical – e.g. network, encryption 

• Administrative - e.g. ePHI 

vulnerability assessment, workforce 

training, BA monitoring, proactive 

audits 

• Physical – e.g. facilities, 

workstations 
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• Covered entities and BAs should 
conduct a mock audit in order to be 
prepared for a real audit 

• Need to be able to show documented 
operational compliance    

• Need to drill down on each standard 
and implementation spec and provide 
documented proof of operational 
compliance 
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Be prepared to show evidence: 

 
• Policies and procedures and operational audits 

• Workforce training (attendance sheets, 

eLearning database) 

• Risk assessments and mitigation 

• Disaster recovery and business continuity plans 

and tests 

• Cybersecurity tactical simulations 

• Audits, incidents, and mitigation 

• Facility audits and mitigation  

• PHI vulnerability assessments and mitigation 

Information system activity reviews and 

workforce sanctions for violations, etc..  
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• Change is the only constant  

• More technology 

• More vulnerabilities 

• More controls required 

• More of everything? 

• Hopefully less breaches! 
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Still have questions after the event? 

 Feel free to reach out to our presenters with any questions: 

 Gerry Blass, ComplyAssistant – (SPC Co-Chair) - gerry@complyassistant.com 

 Mike Chirico, Sensato – (SPC Co-Chair) - mike.chirico@sensato.co 

mailto:gerry@complyassistant.com
mailto:mike.chirico@sensato.co


Ingredients of a Holistic 

Approach to Information Security 

Risk Management 
Presented by 

Gerry Blass, ComplyAssistant and Mike Chirico, Sensato 

TRANSFORMING HEALTHCARE THROUGH IT 


