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Why, How, and What Now



WHY ME?

• Cyclops Lab (First ever NSA agreement with a public academic Institution)
• DSU holds 3 National Security Agency (NSA) and Department of Homeland Security 

(DHS) Academic Centers of Excellence designations. 
• Cyber Operations, Information Assurance Education, and Information Assurance Research

• Cyber Corps

• CAHIT (Center for Advancement of Health IT)
• History of National and Statewide projects

• HISPC, SDEHRA, CMS EHR Demonstration

• Regional Extension Center    ONC P&S CoP Advisory Panel

• CMS TCPI PTN,      Statewide HIE

• Performing Healthcare specific Pen Tests for 5 years

• 1 provider offices, CAHs, and large Integrated Delivery Networks



Why Is Healthcare Information Becoming 
Increasingly Valuable on the Dark Web
• 2014-2016 chip card and Pin in financial industry moves financial 

fraud to 4 year low.

• 2009 ARRA and the HITECH ACT moved EHR adoption from 
• Hospital 9% to 84%

• Providers 42% to 83%

• Health Breaches are more difficult to detect (twice as long) FBI brief

• Information can’t be changed

• 22% of Acute Care and 10% of non-Acute providers DO NOT have a 
FIREWALL (HIMSS 2016 Security Survey)



SURFACE WEB Think GOOGLE, BING, WIKIPEDIA, etc

DEEP WEB
Think Medical Records, Academic Records, Legal 
Documents, Scientific Reports, Subscription 
Information, Financial Records, Government Resources

DARK WEB
Illegal Information, Drug Traffic, 
TOR Encrypted Sites, Political Protests, 
Private Communications, Human Traffic









Shodan search engine of IoT devices
Crawls entire web space looking for devices
Enumerates services and captures banners









Now…. This is interesting















General IoT Bad News

• Bad news: A hacker has released source code for malware that can be 
used to automatically find and hack internet of things devices that 
use default accounts and passwords, then use them to 
launch distributed denial-of-service attacks.

• DDoS attacks and related tools have long been sold via cybercrime 
sites by groups such asLizard Squad, often labeled as stresser/booter
services.

• Releasing for free the supposed source code for Mirai malware, which 
has been tied to massive DDoS attacks launched via hacked IoT
devices.

• Dahua Technology (security cameras)

http://www.databreachtoday.com/anti-malware-c-309
http://ddos.inforisktoday.com/
http://www.databreachtoday.com/ddos-for-hire-israel-arrests-two-suspects-a-9392
http://www.databreachtoday.com/young-ddos-software-developer-escapes-jail-time-a-9037
http://www.databreachtoday.com/lizard-squad-ddos-attack-targets-uk-national-crime-agency-a-8514


TOP THREE FINDINGS

• VPNs Implemented incorrectly
• Usually PSK and Aggressive Mode enabled

• Ports open to the world that don’t need to be open

• Bad Password Hygiene
• Too Short

• Too Common 

•Reuse on multiple applications



Most Common Passwords of 2015

Splashdata annual poll 



Password Reuse across multiple sites

• 50-59% reuse passwords across sites

• 61% more likely to share work passwords than personal passwords

• Most commonly shared passwords
• Wi-fi 58%

• Streaming 48%

• Financial 43%

• Email and communication 39%

• Work 25%



haveibeenpwned.com/ www.leakedsource.com/





securityxploded.com/



RFID Hacking
Tastic RDIF Thief



How Proximity cards Work
• Proximity reader transmits low-level radio frequency(RF)

• A small coil in the proximity card absorbs the radio frequency which is used to 
power the card

• Once the card is powered it will transmit  the code to the reader.



How Proximity cards Work
• The reader will converts the card data to wiegand protocol

• HID

• Indala

• The reader passes the card data to the controller
• Access Granted

• Access Denied 



Frequency

• Low Frequency (LF)
• 120kHz – 140kHz

• <3ft

• What we will be hacking

• High Frequency (HF)
• 13.56MHz

• 3-10 ft

• Ultra-High Frequency (UHF)
• 860-960 MHZ

• 30ft



Products

• Disney world park bands

• Passport

• Animal rfid

• Security badges 

• Credit cards

• Hotel key



Tastic RFID Thief

• We use a commercial RFID reader and insert an Arduino that acts as 
the controller and intercepts the proximity cards code.

• The reader powers the proximity card.

• The proximity card sends the code to

the reader (HID/INDALA).

• The reader sends the code to the

Arduino (Controller).
• The Arduino records the code.

• DEMO TIME



Card Cloning

• After we get the proximity cards code we have to clone it.

• Proxmark3
• Can be used to clone cards



Attack scenario 

• Put Tastic RFID Thief in backpack

• Walk to local Starbucks where employees get coffee 

• Get within 5 feet of employee
• Steal badge info

• Go home
• Clone badge info to new card

• Walk into secure building using cloned card



Defense 

• Multi Factor Authentication
• Something you have

• Proximity card

• Something you know
• Password

• Something you are
• Hair, eye, fingerprint 



Presentation Links

•haveibeenpwned.com/
•www.leakedsource.com/
•www.shodan.io
•www.wiggle.net
•www.ip2location.com/
•securityxploded.com/
• icitech.org/

http://www.shodan.io/
http://www.wiggle.net/


Thank You
• Dan.Friedrich@dsu.edu

mailto:Dan.Friedrich@dsu.edu

