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1sforming health through IT™

Dan Friedrich, CISSP

Healthcare Security From a Hacker’s Perspective

Why, How, and What Now
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* Cyber Operations, Information Assurance Education, and Information Assurance Research
e Cyber Corps

* CAHIT (Center for Advancement of Health IT)

* History of National and Statewide projects
* HISPC, SDEHRA, CMS EHR Demonstration

* Regional Extension Center ONC P&S CoP Advisory Panel
« CMSTCPIPTN, Statewide HIE

e Performing Healthcare specific Pen Tests for 5 years

» 1 provider offices, CAHs, and large Integrated Delivery Networks
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Why Is Healthcare Infor

Increasingly Valuz

ard and Pin in financial industry moves financial

ARRA and the HITECH ACT moved EHR adoption from
Hospital 9% to 84%
* Providers 42% to 83%

* Health Breaches are more difficult to detect (twice as long) FBI brief
* Information can’t be changed

e 22% of Acute Care and 10% of non-Acute providers DO NOT have a
FIREWALL (HIMSS 2016 Security Survey)
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Think GOOGLE, BING, WIKIPEDIA, etc ’ |
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Think Medical Records, Academic Records, Legal
Documents, Scientific Reports, Subscription N
Information, Financial Records, Government Resource :,_: A

.~
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DeepDotWeb's Darknet Dictionary

PRIVACY TIP FOR DEEP WEB USERS: Use a VPN with Tor. Don't fall into a
false sense of security by believing that Tor is enough to protect you_ If you QUICK NEWS
want the very best anonymity and privacy while on the Deep Web then you

need to be using a VPN with Tor. It is an extremely valuable tool in your fight ) M R =2e T ra 20 [ BT

Murder

for anonymity. Click here to find the best VPN for privacy on the Deep Web. 22 5ep 2016

INVITE / REFERRAL ONLY MARKETS plong Kong Customs Reports Brug
smuggling Increased Fourfold From 2013
21 5ep 2016

This category is for markets that require an invite code or a referral link in

order to register. We have included valid links that will enable registration.
Blackmailer Warned Supermarket He Put
Cyanide In Food, Wanted £2 Million

multisig markets. 15 5ep 2016

Please note: safety is not guaranteed! For the highest level of security, use

Filter
Blockchain & Bitcoin Conference will reveal

prospects and risks of cryptocurrency

ALPHABAY exchanges

a AlphaBay Market 10 5ep 2076
ke 3.13 (615 REVIEWS)

Source Code Of HL7 Software Maker
PilotFish For Sale On Dark Web

& Top Markets! & MultiSig Or Trusted & Invite
Markets

VENDOR SHOPS

Marketplace url:

http://pwoah/foabau2pul.onion

Iregister php?aff=41211 CATEGORIES
Marketplace Forum Url:
i ARTICLES FEATURED
http://pwoah7foabau2pul.onion/forum/
Sub reddit:
) MEMES & FUNNY NEWS
http://www.reddit.com/r/AlphaBay/
Market Is Up (Green) Or Down (Red)?
NEWS UPDATES VIDEOS
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Fraud Ralateq

Home Documents 80318 ¢ Bulk pack of 50! USA FULLZ - Personal Inlo SSH » DOB

Bulk pack of 50! USA FULLZ - Personal Info SSN + DOB

USD 30.00
B 00492 A

This vendor only accopts 2-0f-3 multi-signature

m orders. Click hore 80 set it up 115 really 925y

and only takes a minuteé and protects you from

Vendor adnorton (o]0 [ERIKEED Deing scammed
Class Digital
Dalivery W Instant Delivery

¥ Favorite | ? Question ™ Repon

© Deatais ® Feedtack

Listing Details

United States NEW FULLZ 2015

SSN. GENDER. DOB, FULL NAME, HOME PHONE, CELL PHONE, ADDRESS CITY STATE 2IP

Comes in the following format
“SSN™"GENDER","DOE","FULL NAME™ "HOME PHONE" "CELL PHONE" "FULL ADDRESS"

Example
"323445555° F T 1980-01-01","HALEY J BARNER","3095452266".™.™."19 GRANDVIEW DR_JACKSONVILLE FL.,32200"
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The search engine for

‘ Explore the Internet of Things ' See the Big Picture

Monitor Network Secunty s— Get a Competitive Advantage
|

1 =
56% of Fortune 100 1,000+ Universities

SGIN 1 vl ATt e weried by FIRAATTNAS SB0LITY DITRSES R, (WTRe arevIemes. CEATS Il evaryDOdy 1) Semasen

8 tn ot ceberg g
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Harvest 1D X G deep web dark webima. X G iceberg image - Geogle . X ;g Having SCFinplaceis o1 X )/ G clinic country:"US" city:"/ X

< C | & https://www.shodan.io/search?query=clinic+country%3A"US" +city%3A"Austin

clinic country:"US” city:"Austin Q Explore Downloads Reports Enterprise Access Contact Us

#, Maps W Share Search & Download Results | Create Report

Shodan search engine of loT devices

Crawls entire web space looking for devices
Enumerates services and captures banners
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Honeypot Or Not?

Enter an IP to check whether it is a honeypot or a real control system:

O [e—

Frequently Asked Questions

1. How does it work?

The defining characteristics of known honeypots were extracted and used to create a tool to let you identify honsypots! The probability that an IP is a honseypot is captured in a
"Honeyscore" value that can range from 0.0 to 1.0. This is still a prototype/ work-in-progress so if you find some problems please email me at jmath@shodan.ic

2 What's the purpose?

Honeypots are a great tool for lsarning more about the Internst, the |latest malware being used and keep track of infections. When trying to catch an intslligent attacksr though, many
honeypots fall short in creating a realistic environment. Honeyscore was created to raise awarsness of the short-comings of honsypots.

3. What technology did you use?
The Honeyscore website and algorithm uses the following APls/ frameworks:

o Shodan Dsveloper API
o Python
o Jade Nods Template Engine

4 Contact information?
You can reach me at the following locations:

Email: jmath@shodan.io
Twitter: @achillean
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Added on 2016-1002 20:40:01 GMT
8E United States, Austin
Details

2

Logi

Added on 2015-08-20 1
8E United States, Austin
Details

—_,--— AT

“_-‘ oW

- healthPOINT

Clinic 1A 616 Gen3

user:

N FF\Fb\ @1\ xFf\xfb\x@3\xff\xfd\x18\r linic TA 608 Gend\r\n\n\n\ruser:
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as Poris

== Services

tcp
telnet

user:

2000 \xFf‘\x-Fb‘\xEIl‘xxfkafbkx%\foHxFd\xlEhr‘ 6le Gendsrsunsnsururuser:

tcp
ikettle

@© 2013-2016, All Rights Reserved - Shodan®
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* Http://www.makeuseof.com/tag/ikettle-hack-worry-even-dont-one/
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o TR 616 Gen3

Login Failed
: admin

password: &%
Login Failed

Login Failed
: admin
password: #&%

Login Failed

uzer: I
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Total Access 616, T1 TDM (3rd —
Gen)

Part Number: 4203616L1#TDM

L

The Total Access 616 (T1 TDM) is a fixed-port Integrated Access SRR e
Dsvice (IAD) providing a single T1 network interface, 16 analog Sl
FXS interfaces, V.35 serial port and 10/100Bass-T IP router.

» Pre-configured with TDM software

 Intuitive menu-driven configuration

» Integral IP router supports DHCP, NAT/PAT, packet filtering, RIP V1/V2, Layer 2 PPP,
and Frame Relay

» 50-pin female Amphsncl connsctor for Carrier Class analog POTS (FXS) interfaces

« Migration path to packet-based technologises such as ATM and IP (MGCP-only) with
software download

» Industry-leading 5-year North American warranty
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M 138.247.192.15

IP2LOCATION

# Home §# Buy Online M Demo Js Developers | T Confact @ Login My Account

IP2Location™ |P Address Demo

0 item selected
)
Try out our IP Location demo. We offer a free demo for up to 50 IP addresses per day. Query limit is 49/50 today. $0 .00
Sign up free account now to get 200 queries per day. View Cart | Checkout ‘

You can submit a text file containing the IP addresses for processing. This feature provides you an alternative method to
evaluate our data and itis only available for registered user. Sign up free account now if you do not have one. = IP2LOCATION DATABASES
Click here to submit IP address file for processing

m IP-Country Database

[EZ] 'P-Country-ISP Database

IP-Country-Region-City
Database

IEZ] 'P-Country-Region-City-ISP
Database

You can also lookup IP address on Twitter platform. Click here to find out more

This demo is based on IP2Location DB24 geolocation database and IP2Proxy PX1 anonymous proxy datahase.
Enter IP Address:

4 ] P-Country-Region-City-Latitude-

(Search ‘ Longitude Database

IP-Country-Region-City-Latitude-
Longitude-ISP Database

IP-Country-Region-City-ISP-
Domain Database

Keep me updated in social media.

Please like our social media pages for the latest update. Facebook | Google+
2 Bt med e i RSt pduE Edcabos | Sulo: 23 1P-Country-Region-City-Latitude-

Longitude-ISP-Domain

Database
: able an the ? IP-Country-Reglon-City-Latitude-
Coogle play | @ App Store ore . Longitude-ZIPCode Database

ree—
IP-Country-Region-City-Latitude-
Longitude-ZIPCode-ISP-Domain

Database

IP Address

IP-Country-Region-City-Latitude-

Location B= United States, Texas. Austin Longitude-ZIPCode-TimeZone
Database

e e - N [ETR P-County-Region-Ciy-Latude-
Longitude-ZIPCode-TimeZone-

158 or Puismn ISP-Domain Database

Local Time 03 Oct, 2016 03:59 PM (UTC -05:00) IP-Country-Region-City-Latitude-
Longitude-TimeZone-NetSpeed

Domain 'om net Database
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*FBI Surveillance Van 5
E8:37:7TA:DAG1:GC
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eral loT Bad News

: A hacker has released source code for malware that can be
o0 automatically find and hack internet of things devices that

se default accounts and passwords, then use them to

launch distributed denial-of-service attacks.

* DDoS attacks and related tools have long been sold via cybercrime
sites by groups such aslLizard Squad, often labeled as stresser/booter
services.

* Releasing for free the supposed source code for Mirai malware, which
has been tied to massive DDoS attacks launched via hacked loT

devices.
* Dahua Technology (security cameras)
p . healthPOINT
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http://www.databreachtoday.com/anti-malware-c-309
http://ddos.inforisktoday.com/
http://www.databreachtoday.com/ddos-for-hire-israel-arrests-two-suspects-a-9392
http://www.databreachtoday.com/young-ddos-software-developer-escapes-jail-time-a-9037
http://www.databreachtoday.com/lizard-squad-ddos-attack-targets-uk-national-crime-agency-a-8514

INDINGS

ggressive Mode enabled

o the world that don’t need to be open

assword Hygiene
* Too Short
* Too Common

*Reuse on multiple applications
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123456
password
12345678

qwerty

12345
123456789
football
1234

1234567
baseball

welcome

healthPOINT
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CHANGE
FROM 2014

Unchanged
Unchanged
1 A
1A
2
Unchanged
4
1N
2 A
2 N

o

DSU

DAKOTA STATE

12

13

15
16
17
18
19
20
21
22
23
24

25

1234567890
abc123
111111
1qaz2wsx
dragon
master
monkey
letmein
login
princess
qwertyuiop
solo
password

starwars

Splashdata annual poll
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ltiple sites

share work passwords than personal passwords

nly shared passwords
8%

Streaming 48%

* Financial 43%

* Email and communication 39%
e Work 25%
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Dan.friedrich@dsu.edy ww.leakedsource.com/

Oh no — pwned!

Pwned on 2 breached sites and found no pastes (subscribe to search sensitive breaches)

=% Notify me when | get pwned B P Donate

Breaches you were pwned in

A "breach” is an incident where a site's data has been illegally accessed by hackers and then released publicly. Review the types of data
that were compromised (email addresses, passwords, credit cards etc.) and take appropriate action, such as changing passwords.

Adobe: In October 2013, 153 million Adobe accounts were breached with each containing an intemnal ID,
username, email, encrypted password and a password hint in plain text. The password cryptography was poorly
done and many were quickly resolved back to plain text. The unencrypted hints also disclosed much about the

passwords adding further to the risk that hundreds of millions of Adobe customers already faced.

Compromised data: Email addresses, Password hints, Passwords, Usernames

inkedIn: In May 2016, LinkedIn had 164 million email addresses and passwords exposed. Originally hacked in
2012, the data remained out of sight until being offered for sale on a dark market site 4 years later. The
passwords in the breach were stored as SHA1 hashes without salt, the vast majority of which were quickly
cracked in the days following the release of the data.

Compromised data: Email addresses, Passwords

1,801,838,008

pwned accounts

40,641

pastes
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33,203,117

paste accounts

pwned websites




Linkedn
Badoo
Dvopbox
Myspace
Imesh
Adobe
Tumbir

cmau

uscérname 1 AQaress

S"jd'[:"

Myspace
13361098 (nSEDAF22A2BAB315F24390966C2C2 TEGADFCDBLBA -
20370666 0x50220144CCO0REBSDF 1205802530AED250537BE =
296755358 C Oxt-88ECIACECO568CAB0768598E 31 0E25A381F1ABED
' = —_—
:0315/854 OndI9DEFAGEAESAF64FCI0F6F 0AGCHSFFGOF 4F2F
7apa7a7 OxDCADOESCFCATBO36BA 18945CEAASDBCOEES 17ABE 4

Adobe

Emall Password

I7AVHBaOUS=

UYKTr2AAPCl-

MD

07T

41277801

r2r2sn

70616629

82445473

33201739

52452008

COMPASS

linkedin
| Password

1340d1540c4b308c 7! T73057he 97658868 1891

H1d3b70603a4dc2b0305d 1 58c0c85312488461c

36b537846808b0ecH62 FEced20 720bsatii3de

pEt g

dBati28340 119306038 101 54baddt 1 {7HDG26Se 1 0

Dropbox
Password
0e91d44010bcca 7 AZ80dBe 1 4714 185016252040 shat
chibeciGiaca’746504cdactibetBac0d3nd43a40 shal

Hash Type

NPOINT
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Free Password Recovery Tools

&

~ .I U ~ j u ~ .‘ u ~
AIM Password Decryptor v4.0 All-in-one Password Decoder v5.0 Asterisk Password Spy v5.5 BitComet Password Decryptor v2.0 Browser Password Decryptor v8.5 Browser Password Dump v4.0
~ ‘/ u ~ Y/ u ~ I/ u ~ j’ u ~ ‘/ u
Browser Password Remover v2.2 BSNL Password Decryptor v2.0 Bulk LM Password Cracker v2.0 Bulk MD5 Password Cracker v3.0 Bulk SHA1 Password Cracker v2.0 Chrome Password Decryptor v8.0

e

®
5
X

CISCO
* -~
~ > u ~ _d U ~ > u ~ v u ~ v U
Chrome Password Dump v4.0 Chrome Password Remover v2.0 Cisco Password Decryptor v3.0 Comodo Password Decryptor v3.0 CoolNovo Password Decryptor v3.0 DAP Password Decryptor v1.5
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D Hacking

Tastic RDIF Thief
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dio frequency(RF)

sorbs the radio frequency which is used to

ed it will transmit the code to the reader.
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d protocol

3 to the controller
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* 3- 10ft

e Ultra-High Frequency (UHF)
* 860-960 MHZ

e 30ft
healthPOINT
healthPOINT "
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rity badges
e Credit cards

* Hotel key
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astic RFID Thief

e \WWe use a commercial RFID reader and insert an Arduino that acts as

the controller and intercepts the proximity cards code.
- d —

* The reader powers the proximity card.

* The proximity card sends the code to
the reader (HID/INDALA).

* The reader sends the code to the

Arduino (Controller).
* The Arduino records the code.

* DEMO TIME

' healthPOINT R
e
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we have to clone it.

Practice Transformation Network v orooogSoey DAKOTA STATE . | \E%l,].{’/’




of employee

* Clone badge info to new card

* Walk into secure building using cloned card
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r Authentication
mething you have
* Proximity card

 Something you know
e Password

 Something you are
* Hair, eye, fingerprint
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source.com/
.shodan.io
w.wiggle.net

*www.ip2location.com/
*securityxploded.com/
*icitech.org/
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http://www.shodan.io/
http://www.wiggle.net/
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