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Disclosures
Blind-ish Trust 
No involvement in investments since 1995 
 
Academic Appointment @ MIT  
 
Own $1.8M/yr business 
70% of revenue from commercial, 30% from org + gov 

Patents & personal health data are 
licensed under open source



juhan@mit.edu  
@jsonin



Medicine is a noble profession.  
Sir Thomas Browne, 1635

Healthcare is a noble business. 
CIO, Boston-based Hospital, 2019



Yes, it is noble. 
 
And there are plenty of blisters 
using that nobility ethos as cover, 
as a shield, to obscure their activities.



25% 
healthcare GDP

Juan Enriquez

1 sq mile



1% 
of Global GDP





Jose Baselga 
Chief Medical Officer 

Sloan Kettering Cancer Center

https://www.propublica.org/article/doctor-jose-baselga-cancer-researcher-corporate-financial-ties



An Assault on Ethics
Broke hospital Conflict of Interest rules: 

Board/advisory roles with Roche + Bristol-Myers Squibb 

Ownership stake in cancer therapy startups 

Payments received from companies connected to cancer research in 
his articles (published by Cancer Discovery, of which he was one 
of the two editors in chief ) 

Public positive spin on two Roche-sponsored clinical trials 
(without COI recognition that for the past 4 years, he’s received 
$3+MM from Roche)  
https://www.propublica.org/article/doctor-jose-baselga-cancer-researcher-corporate-financial-ties



Making the rich, richer

Patient data owned 
by hospital

100s of clinicians 
encoded/decoded/
researched the data

Paid for by the public



Again, patient data 
owned by hospital

Aint no such thing as 
Anonymity

Work by many, paid for 
by grants

The Gold Rush in the 
land of non-profits

No competitive bidding 
before licensing the data 
to a single company, 
Paige.AI



Hiding in plain sight

Data Use Agreement 
keeps patients out of 
control



What kind of design is this?
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Letter from the CEO + COO

Excuse by chaos. 
Reporting guidelines = 
“complex” and “nebulous.”

“MSK has robust programs in place to 
ensure the quality, safety, and excellence 
of MSK’s patient care and research.”

“The issues surrounding author disclosures 
are complex, and there are nebulous 
guidelines about when and how to make 
voluntary disclosures. We also believe in 
academic freedom…"



Hospitals own the data  
Patients have no ownership rights 

IP, patents owned by executives 
Funded by the public 

Abuse of public funding for private gain  
Corporate welfare 

The rush for $$ over everything else 
Ethics as situationally optional





We are complicit. 

We, United Statesians, 
are sloughing data everywhere, 
without rights, 
and it feeds Kendall Square, 
Mountain View, and Moscow.



Health Data is any information  
about a person’s life 
that assists in making decisions 
about health and wellness.



Health Data is







“the age of healthcare surveillance”

2000-2020
Does “patient data ownership” turn  
 
into a net positive?





NATIONAL ACADEMY OF 
MEDICINE

Ethics and $$ implications

Defining patient data ownership

28 Jun 2018



“Patients should own their data.” 
 
Elizabeth Nabel in 2017, President of Brigham Health 
and 
Seema Verma in 2018, Administrator of CMS



This ain’t 
property 
ownership.



Patients co-own or fully own every health data 
point about themselves.  

Health data generated about the patient by a 
provider is co-owned by both parties. 

Health data generated by the patient is fully 
owned by the patient with a right 
to possess, share, sell, or destroy.

Patient Data Ownership in Massachusetts



The Pathway to Patient Data Ownership
and Better Health

Digital health data are rapidly expanding to include pa-
tient-reported outcomes, patient-generated health data,
and social determinants of health. Measurements col-
lected in clinical settings are being supplemented by data
collected in daily life, such as data derived from wear-
able sensors and smartphone apps, and access to other
data, such as genomic data, is rapidly increasing. One
projection suggests that a billion individuals will have
their whole genome sequenced in the next several years.1

These additional sources of data, whether patient-
generated, genomic, or other, are critical for a compre-
hensive picture of an individual’s health.

Enabling access to personal health data, clinical
or patient-generated, may benefit patients and health
care professionals. Research is beginning to show that pro-
viding patients with their complete health data may
help improve their health. For example, timely access to
laboratory results can increase patient engagement.2

Access to physician notes after appointments appears to
encourage individuals to improve their health and par-
ticipate in decision-making, with electronically engaged
patients demonstrating more successful medication ad-
herence, quality outcomes, and symptom management.3

Economic benefits may include the avoidance of dupli-
cative imaging or laboratory tests.4 Clinicians may also
benefit from more informed patients. For example, they
may score higher in quality performance programs be-
cause patients who are more informed may better ad-
here to treatment plans and hence may improve clinician

scores. Despite growing evidence of such benefits, al-
beit with limited patient outcomes, and legislative and
regulatory initiatives that facilitate electronic patient en-
gagement, patients’ access to a complete, longitudinal
digital health record remains rare. While such access may
be possible for certain patients who receive care within
a few select health systems, it remains elusive for many
others, including patients who have changed physi-
cians, lived in different places, have multiple chronic con-
ditions, or who have had services provided outside of
a clinical setting such as through a home health service.5

Health care, under pressure to embrace interoper-
ability, is poised for transformation. The potential for fu-
ture system improvements is vast, but depends, in part,
on increased patient participation. Health care must find
a way to shift from “the doctor will see you now” to “the
patient will see the doctor now.”6 Patients need engage-
ment beyond passively receiving services, but this will
be challenging until they can easily access and use their

health data. For this to proceed, control of health data
must be transferred to the patient or the patient’s au-
thorized representative.

Morespecifically,toobtainactivepatientengagement
and health system improvement, 3 components are nec-
essary: (1) common data elements that enable the shar-
ing and merging of health data from multiple sources;
(2) a patient encounter data receipt, comprised of relevant
health data from each health care encounter, automati-
cally pushed to the patient’s complete digital health rec-
ord; and (3) a contract between patients and third-party
health data managers (eg, health care organizations and
commercial entities) that enables individuals to control
their longitudinal digital health record. Most of these com-
ponents already exist in some form, requiring only minor
adjustments to effect health system transformation.

Clinicians, patients, and health care systems need
a way to efficiently receive, integrate, understand, com-
pute, and use digital health data from other practition-
ers and health encounter locations. This requires the
merging of what is often disparate data from multiple
sources, and the most effective way to do this is to es-
tablish common data elements agnostic of any particu-
lar vendor’s electronic health record (EHR) system.

With widespread implementation of common data
elements and value sets, semantic and clinical interop-
erability can be achieved, and health information can be
merged, while maintaining data integrity. New initia-
tives, such as the Standard Health Record,7 that focus

on standardizing data within health rec-
ords instead of solely on exchange stan-
dards enable the development of one
complete, digital health record per pa-
tient containing health data merged from

all of a patient’s clinicians and related health data sources.
For example, applying common data elements to plat-
forms can enable patients to add patient-generated data
into the record in addition to clinician-generated data.
With its common, unifying template, the Standard Health
Record can also support a host of secondary uses, such
as patient-centered outcome research, precision medi-
cine, and precision public health surveillance. This com-
mon digital health data language is also anticipated to
reduce translation and comprehension errors.

Common data elements have legislative and regula-
tory support. For example, one Meaningful Use objective
is to provide patients with the ability to view, download,
or transmit certain health information, including vital signs
and laboratory test results. Section 4003 of the 21st Cen-
tury Cures Act also requires the Department of Health and
Human Services to evaluate the need for a “core set of
common data elements and associated value sets” to en-
hance the exchange of structured health information.

Patients need and deserve the
opportunity to control their health data.
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3 components are necessary: 
 
(1) common data elements that enable 
the sharing and merging of health data from 
multiple sources; 

(2) a patient encounter data receipt, 
comprised of relevant health data from each 
health care encounter, automatically pushed to 
the patient’s complete digital health record; and 

(3) a contract between patients and third-
party health data managers (eg, health care 
organizations and commercial entities) that 

enables individuals to control their 
longitudinal digital health record.  

George Neyarapally, 
PharmD, MPH, JD  
Open Health Services, 
The MITRE Corporation, 
Bedford, Massachusetts



DIAGRAM: 
 
Patient Data Manager 
Patient Health Receipt 
Patient Data Use Agreement 
Patient Health Record





Data Completeness



Data Completeness Continuum



Data Completeness Continuum



a side note…



Drawing pictures 
helps comprehension. 

…duh.

Yet, academics, scientists, 
execs++ need evidence 
(like this) to get graphic 
storytelling included as 
part of products.







DIAGRAM: 
 
Patient Data Manager 
Patient Health Receipt 
Patient Data Use Agreement 
Patient Health Record















































Patient Data Use Agreement Checklist
Authority and/or control over data explicitly stated in 
agreement 
No data from the health record may be shared or used 
without the patient’s explicit permission 
 
Can share data with other parties without limitation 
 
Can compartmentalize data to share limited portions 
with identified parties 

Can revoke a third party’s access to health record data 
and prohibit future sharing 
 
Can annotate data in health record (while raw data 
maintained to maintain integrity) 
 
Can delete all data 

Can change PDMs 
 
Can grant permission for emergency access to health 
record according to circumstances patient determines

Can donate or transfer data at death 
 
Can get an accounting of disclosures/audit log at 
any time 
 
Can get additional information about a disclosure 
upon request 
 
Can hold Patient Data Manager (PDM) 
accountable for breach or malfeasance 
 
Should have adequate notice of PDM termination 
of agreement and mechanism for transferring or 
saving health record 
 
Can modify sharing and compartmentalization 
choices at any time



Additional considerations for patient data ownership: 

Create a new category of IP law 
…where property could be time-limited like copyright, 
allowing data to become publicly available after some time 

Public ownership of anonymized data in aggregated 
databases 

3rd party that aggregates and holds patient medical data, 
provides access to the data at the direction of patient



The last frontier for capitalism to sell: 
the human mind.



We demand patient data ownership rights.



data use agreement . org



And about those machines and models  
that process my data and poop out my 
care plan…



When you use a HC service, 
you don’t know how it works, 
why it works,  
who it works best for, and 
if the results are true.



I will share my medical knowledge 
for the benefit of the patient and the 
advancement of healthcare  
Declaration of Geneva, 1948

Our black box algorithm risk-adjusts 
and care plans for half of US residents. 
PBM, 2018





If healthcare is so noble, 
if it’s key to our life on earth, 
if we don’t have choice… 
 
…we demand healthcare to be open.



The Internet is 
… open source  
… a human right.

infrastructure, access



Application
Presentation
Session
Transport
Network
Data
Physical

Human-computer interaction layer, where 
apps can access the network services

Ensures that data is in a usable format, where 
data encryption can occur

Maintains connections, responsible for 
controlling ports + sessions

Transmits data using transmission protocols 
(TCP, UDP)

Decides which physical path the data will take

Defines the format of data on the network

Transmits raw bit stream over a physical medium

open source



Open Gov

Android Apache

Linux MySQL

Arduino

WikipediaPLOS W3C



Health Data Manager

should be 
open source

most healthIT 
is closed

“We have  
anti-open source.”

Eric Topol





FHIR Open Humans SageBionetworks

Standard Health Record

openEMRHealthKit

Synthea



Health Picture 
Intervention Engine 
Behavior Model 
Treatment Agent 
Diagnosis Generator 
Patient Reported Outcome Pump 
Review of Systems Sniffer 
Determinants of Health Score 
Patient Data Manager 
Consent Routines 
Patient Health Receipt 
Patient Data Use Agreement 
Data Completeness 
Patient Health Record 
Common Data Elements

Open Source} Healthcare 
Services



“Epic EHR should be open source.” 
  Elizabeth Nabel, President of Brigham Health, 2017

“Open source is fundamental.  
 The fact that we don’t have open healthcare 
 reflects the deepness of our problem.” 
  Eric Topol, Scripps Institute, 2018



Healthcare and public health 
are a utility, 

a human right, and 

too important to be closed.



We live in a closed healthcare system. 
The algorithms that drive our care, 
to our clinical and life data, 
to hospital and treatment pricing, 
are governed by blackbox services.

By using these closed systems, 
we are actively designed out 
of the decision-making process, 
in favor of corporate “optimized care” 
for optimized returns (vs optimized 
health outcomes). 
 
The crooked biases built into software, 
implemented with intent or accidentally, 
need interrogation, citizen collaboration, 
and correction.

It’s our health. 
Our very lives are at stake. 

We demand that our healthcare 
services be open 
to inspect and correct bias, 
to be accessible for rapid innovation 
and evolution, 
and to become more valuable as 
more patients, clinicians, clinics, 
companies, and governments 
engage in healthcare for all.



Open Source Healthcare.org



Juhan Sonin 
juhan@mit.edu
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