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What makes healthcare information security different?
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& hospital

productivity

Regulatory

Patient > - ; Patient
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>
Hospital standards &
security

There is no B2B or B2C:
Human to Human

energy
mandates

Goal is to achieve emotional and physical well being while
managing complexity of large scale “always ON" environments.
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https://youtu.be/cDDWvj_q-o8

What's coming after us?




The threats are real...
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And their evolution is as well..

Partial disk (MBR)
encryption
Petya ransomware

March

Encrypting
Magento
store files
KimcilWare

iVolql!

New anti-VM trick
Calculate the time
to perform two

Full disk encryption
Mamba ransomware

Windows API calls Ransomware-
Locky ransomware  Targeting as-a-service:
businesses bridges
May July August  September
"Goodbye" to Angler
Double Pay Exploit Kit: Neutrino Filenames key to
victims takes over amount to pay

Phantom ransomware

Source: McAfee Labs.
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Source: McAfee Labs.
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Data Telemetry is important especially if working internationally...

Global Heat Map

Country-specific regulations governing privacy and data protection vary greatly. Forrester's global heat
map provides our clients with detailed, current information to help them successfully navigate each
country’s privacy regulations. Preview the map by selecting the US or UK information below.

View by: Privacy and Data Protection by Country ¥ \ Q Q O D PDF
. o e -

A

LS
B Most restricted M Restricted [ Some restrictions M Minimal restrictions M Effectively no restrictions
I No legislation or no information ™ Premium content 4 Government surveillance may impact privacy

Source: Forrester's Global Data Protection
and Privacy Heatmap
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Its just not about the value of data... it's also about how you affect
it.....

Figure 4. Per capita cost by industry classification
Consoli view (n=383), in US$
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Source: Ponemon Reports 2016
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So if everyone is looking at threats....
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Why is the response
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- X Figure 21. Mean time to identify and contain data breach incidents by root cause (in days)
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Source: McAfee Labs & Ponemon Reports 2016
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To maximize our focus...We need to improve threat defense efficacy

Deployment
Ramp

Invention
and

Development
Adversary Incentive

to Evade & Develop

Countermeasures Sustaining

Innovation

Figure 8-1. Grobman’s Curve of Threat Defense Effectiveness

Source: The Second Economy
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Figure 8-2. Grobman'’s Curve of Maximizing Defense Effectiveness
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Investment with /
without purpose..




Insight #1: Flux in the industry

Introduction of Focus on no.n-traditional Ul The growth of
Gen 3 platforms & consumerism & |nt.erfaces.for- the cloud /
caosrsr:)pcllgte.ztd identities enterprise applications analytics
xity

HEALTHCARE TRENDS AFFECTING SECURITY

[]
u Mergers and Workforce / L]
_ Declining acquisitions orkiorce Data Sharing/Quality
reimbursements Resource
allocation
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Insight #2: Disconnect with Org Strategy & Cost allocation

56%

Overall cost reduction

Quality measurement and improvement _

37%

Organic organizational growth [EEEE

0 alternative reimbursement models, including pay for...

29%

Adding insurance iness, or buyingor...

Regulatory compliance

—
r 22%
=

Building out risk-sharing arrangements with payers, such as. - 19%
Acquisition of other hospitals and/or practices -. 16%
Acaquisition of Mrlated businesses 15% Where will the new funding go?
Price transparency ’ 7%
Analytics/big data investments
0% 10% 20% 30% 40% 50% 60% 70%  80% Patient engagement strategies
All Hospitals ~ m 1000+ bed hospital ~ ® 500-999 bed hospital  m 200-459 bed hospital CRM platforms

Data security

implementation

Replacing outdated technology

Patient experience strategies

Mobile technology

Meaningful use activities other than EHR

Privacy and security related solutions

Addressing analytics for ACO or PCMH organizations
Revenue cycle management technology

Regulatory compliance

Updates or enhancements to current technologies or applications
Care management technology

Merger/acquisition activity driving new spending
Population health management

2
E
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Source: Healthcare Provider
Technology Spend Survey, IDC,
October, 2015
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Insight #3: Priorities for Payers and Providers

Big Data and Analytics || —3
= 36% o payers

fraditional IT = 30.9 report Big Data and
Social Technologies 16.1 . Ana!ytICS as #1
' priority

Mobility: Mobile devices, H’
platforms, apps and services

0
Cloud Computing || SEEEY " 23 /o of

providers report

Internet of Things iﬂ Mob|||ty as #1
00 50 100 150 200 250 30.0 350 40.0 priority

m Provider = Payer
Source: IDC Health Insights Payer Survey,
June 2015, 2015-2016
Healthcare Provider Technology Spend
Survey, IDC, October, 2015
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Insight #4: It will take time for next gen models to be effective

Figure 1. Hype Cycle for Healthcare Providers, 2016
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Insight #5: Cloud will power a lot of this stuff...

Payers Focused on Cost
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Insight #6: |0T in healthcare is also about the people...

Telemedici
ne/

I OT Telehealth

Big  Mobile
Pata Analytics

Remote Health Connected
Monitoring Health

Source: IDC Health Insights’ Connected Health and Value-based IT Initiatives Survey, June 2016
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Insight #7: Interoperability can help.. Lets see how..

Interoperability

Ecosystem

Standards

© 2017 Gartner, Inc

Source: Gartner (February 2017)
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Insight #8: Issues of muscle memory when allocating security

budgets

Data center security

Mobile device security

Intrusion/breach detection

Physical security

Shadow IT

Improving security regs for cloud service providers
User education / anti-phishing strategies
MU compliance

Compliance/HIPAA

Disaster recovery

Virus and malware detection

Business continuity

Dual factor authentication

Source: Healthcare Provider
Technology Spend Survey, IDC,
October, 2015
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Wrong Mission X Outdated Approach = Failure




Normally the healthcare CISO is focused on

1.

Operational Efficiency

Regulatory Compliance

Data Context

Risk Mapping

Architecture Agility AT SCALE...
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But the problem really is dealing with an inadequate threat model...

0

Patient Health Patient Records

Targeted Untargeted Targeted Untargeted
(Specific Victims) (Indiscriminate) (Specific Victims) (Indiscriminate)

Adversary

Individual ,
Small Group

Political
Groups / YES
Hacktivists ,

8 Organized YES YES YES
Crime

Terrorism /

Terrorist Org = =

Nation States YES YES YES YES

With missing asset
alignment..

Source: Securing Hospitals by ISE

Patient Assets

- | Patient health

Patient records

Service availability

0eOd

Community confidence

Hospital Assets

S
&

66006

Research / IP

Buisness advantage

Hospital finances

Hospital reputation

Physician reputation
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Data flows are critical

Focus on data protection is NOT sustainable |

Need to account for middleware in addition to E P —i
application and infrastructure security @ / gﬁg :

Align ERM with QI and Clinical Risk é{ ®

Source :Securing Hospitals by ISE
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Regulation of Choice...

HIPAA / HITECH

» Pay attention to updates and guidelines issued by HHS, ONC, FDA and OCR in the last 18 months
- State Security / Privacy regulations
« FTC Red Flag Rules
« PCl - DSS Implications
« FISMA Implications for clinical research

« The Joint Commission requirements for information management
= Grossly underestimated from organizational importance to security strategy
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Leads to fun conversations when talking about the buzz word...

“Context”...
For Health IT ... that is focused on 3 areas.... But does order matter?

These 2 matter most for treating patients

Confidentiality Integrity Availability

Everyone is This has This is getting
focused on this.. been an increased
attention

ignored area
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Enough about failure... lets talk evidence based outcomes...




Secure Application

CASB Federatef.l Identity Data Protection Network Design Development Baseline Configuration

Cloud Security | Secure System Build

Security Architecture
Ea— Physical Security
Access Control

Cryptography
Vulnerability
scan 3

1 Assets Inventory
4th Party Risk

COBIT
Identity Management Security Engineering =

ISO/IEC
SANS/CSC

NIST

Certification
& T @ (mm
Training )..., and Standard
Career Development E ;s
Source Code Scan
. = : " - Industry Specific
DR (Cybersecurity Domains) (Biackoox) (Whitebox )

Privileged Access Identity & Access

Infrastructure )

Detection Protection Federal
Recovery . ’ ederal
CEET LD Laws and Regulations |
— State
BCP Prevention s ity O i
ecuri eration 5
0P Audit o,
TR Risk Informed | "
ctive Defense
SEN Reports and Scorecards
Vulnerability Data Leakage User Education Company's Written SuPewl‘so:y F‘Tcedures (WSPs) g
soC Management > — o
Compliance & Enforcement
Incident Response Policy
- Guideline
Breach Notification Training (new skills) % Procedure
Intel. Sharing
i Standard
Containment Investigation

Awareness (reinforcement)

Eradication Forensics

Social Engineering

KPIs/KRIs

https://www.linkedin.com/pulse/map-cybersecurity-domains-version-20-henry-jiang-ciso-cissp
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Taking information
from security
solutions to add
context with the goal
to color risk
thresholds....

Intrusion

CISO Nirvana...

Context & Lateral
Movement

Reputational

Financial Operational

Clinical

* Process * Market
impact Position
* Patient + Demographic

« Patient Safety * Revenue

+ Clinical * Operational
workflow overhead

engagement Alignment

* Patient
Satisfaction

Efficiency

May 2017, McAfee CTSG MCAFEE PUBLIC I McAfee | 28



Example of Data flow analysis

~N
*Types of data: PHI, PII, IP G
*Pressure points: endpoint spread, data loss, cloud services .
*Keys to Success: Focus on improving access times to information Operations
J
)
*Types of Data: PHI, PlI, PCI
*Pressure Points: Integrity controls, unstructured data, cloud, application resiliency, data sharing, IAM
*Keys to Success: Focus on “near real time” threat correlation to application impact
g Clinical &
N Operations
*Types of Data: PHI, IP, Research Information, Some PCl
*Pressure Points: IAM (Contingent / Contract Workers), Cloud, Data Retention & Integrity
*Keys to Success: Focus on endpoint and DLP due to large amounts of data sharing across platforms
and orgs )
- Types of Data: PHI, PII )
*Pressure Points: Data Warehouses, Analytics, Clinical Research, Archiving, cloud Financial &
+Keys to Success: Authorization Mgmt. on IAM, DLP to control trolling for research and quality analysis, Operations
Endpoint and Integrity controls. )
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Before the solution output can be “useful”...
We have to talk about the IT elephants' in the room:

Continuity
of
Operations
Cloud Enterprise and
Especially Analytics / Resiliency
Hybrid Data
Models Warehouse

Data Flow
Mappings

Physical
Security

Application
Security /
Architecture

IT Breach

Hygiene Impact/ Identity and
3rd pg rty Authorization

Funding /
Resources

Risk (Not Necessarily
Access)
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Improving Signal to noise

Everyone is doing this -

Analytics Identity Correlation III:OCUS on producmg"
Application Mapping Technically Correct

Event Information AND “Useful”
Behavior Normalization information

This is where you see
benefits of
operational
“efficiency” and cost
reduction outside of - e
security

Response
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First Step

s

CYBER LIABILITY INSURANCE

Findings

INFORMATION AVAILABILITY PROGRAM

(LA.P)

o

|

Results

Risk Transfer

Risk Results
EOP/BC/DR Plans

INFORMATION RISK
MANAGEMENT

Emergency Management | =~ = —
(EMC)

Requirements

Findings

Results

/

Finding>

Results

S

PRIVACY PROGRAM

@0

\

O &

(INFO. SEC.)

INFORMATION SECURITY

Q
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Second Step

INFORMATION SECURITY
(INFO. SEC.)

s

Q

4

Policies & Procedures

&P)

Education & Awareness

(EDU,

k.

4

)

Technical Controls
(TECH)

Audit & Compliance
(AUDT)

INFORMATION AVAILABILITY PROGRAM
(LA.P)

Business Continuity
(BC)

Disaster Recovery
(DR)
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Once the paper stuff is done.. In what order do | address stuff

Asset & . . Next Gen/ Application Cross-

: Data in Flow Analytics / . .
Config Data @ Rest Transit Visibilit Orchestration Adaptive Security / Platform
Mgmt. y Controls IAM Integration

Open Standards based - Bi-Directional - “Near Real Time” Protocol

- N\ N\ AN AN N\ N\ AN J
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Fact Check: When Security Starts to Work Together

Average timeline of tangible Info Sec Operating Budget
improvements to security posture Srows ~’] % to

s2 - 3 years ~504

Security FTE Stats
e Per 1000 end users

« Before:0.4-0.5
Average analyst time spent on FTE

incident investigations reduces « After:2 -3 FTE

from 3 - 72 hours to 15 - 60
min
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