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Digital Transformation is
creating new opportunities
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Target on Healthcare

Highly valuable data
Complex environments
Increasingly distributed

Increasingly open

Availability is priority
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Current State

Growth in
Security Spend
Growth in
Yearly Breaches °ee

10.2%
(since 2017)

7%

Over 360 in 2018 $91.4 Billion in 2018

Source: https://www.hipaajournal.com/healthcare-data- Source: IDC, Worldwide Semiannual Security Source: Center for Strategic and Int’l Studies,
breach-statistics January 2019 Spending Guide, #US42570018, March 2018 Economic Impact of Cybercrime, February, 2018
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https://www.hipaajournal.com/healthcare-data-breach-statistics

Number of Healthcare Data Breaches by Year

Between 2009 and 2018 there have been 2,546 healthcare data breaches involving more than 500 records.
Those breaches have resulted in the theft/exposure of 189,945,874 healthcare records. That equates to more
than 59% of the population of the United States. Healthcare data breaches are now being reported at a rate
of more than one per day.
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Our Security Realities

» Security is a top priority, but investments are not aligned for success
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We need a new strategy for security



Digital Makes Reliance on Data Lucrative for Thieves

« Security investments are increasing, yet the costs of breaches are rising faster

Annual Cost of Security
Breaches: $445B

(Source: Center for Strategic and Int’l Studies)

IT Spend e Security Spend
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Digital Makes Reliance on Data Lucrative for Thieves

« Security investments are increasing, yet the cost of breaches are rising faster
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Transforming Cyber Security?
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Without context, our
security strategies risk
always being a step







Reactive Vs. Preventive
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Chasing Threats

Reduce Attack Surface




Where Do We Currently Focus our Time, Investment and Innovation?

380%

of Enterprise IT’s investment in
security*

72%

of Venture Capital investment
in security start-ups**

«Source: VMware Analysis
®
Vmwa re sxSource: 2018 Cyber Defenders Report and 2017 Cyber Defenders Report, CB Insights (2019 and 2018)




What Has the Biggest Impact on Reducing Risk?
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Gartner: Cloud Workload Protection Controls Hierarchy

Cloud Workload Protection Controls Hierarchy,

© 2018 Gartner, Inc.

vmware

Less Critical
¢

Optional Server
Protection Strategies

Important, but often provided
outside of CWPP

Core Server Protection
Strategies

L 2
Foundational

No arbitrary code Admin Privilege Change Log
No email, web client Management Management Management

Restricted Physical and Logical Perimeter Access

Source: Gartner, Market Guide for Cloud Workload Protection Platforms, Neil MacDonald, March 26th 2018. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest
ratings or other designation. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of
merchantability or fitness for a particular purpose. This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. Charts/graphics created by VMware based on Gartner research.















Transforming Security As We Know It
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Security Requires Sharp Focus

REDUCE THE
ATTACK
SURFACE
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SECURE
APPLICATIONS
AND DATA

3

MAKE
SECURITY
INTRINSIC
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Consider how this would change
something as basic as a firewall.
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IT KNOWS
THE HOST

[IT BOOTED IT]

IT LEARNS FROM
ALL HOSTS

[GLOBAL MACHINE LEARNING]

IT IS OUTSIDE
THE HOST

[SUPER ROOT]

ITIS
EVERYWHERE

[DISTRIBUTED SERVICES]
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IT KNOWS
THE HOST

[IT BOOTED IT]

Servi'fined )

IT LEARNS FROM
ALL HOSTS

[GLOBAL MACHINE LEARNING]

IT IS OUTSIDE
THE HOST

[SUPER ROOT]

ITIS
EVERYWHERE

[DISTRIBUTED SERVICES]



It dramatically reduces the attack
~surface

1. 000.,000.000,000.000



Future Security Considerations for Healthcare - Actions You Can Take
Immediately
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Thank You




